HIMACHAL PRADESH JDICIAL ACADEMY, SHIMLA
16 Mile, Shimla-Mandi National Highway, District Shimla — 171014
[Est. vide Notification No. Home (E) 3-17/2003-11 dated 24™ November 2005]

Phone: 0177-2779960
e-Mail: ja-hp@nic.in

Telefax: 0177-2779960
Web: www.hpsja.nic.in

Ref. No.: HPJA/Nominations NPA/2022/

Dated: 1.12.2022

Indian Cyber Crime Coordination Centre (14 C),

Government of India, Ministry of Home Affairs,

5™ Floor, NDCC-II Building, Jai Singh Road

[Contact No. 9319561198, Email 1D: deepakkumar7459@crpf.gov.in |

Training to Judicial Officers on “Cyber Security Investigation” by 14C,

MHA, from 5™ December, 2022 to 9™ December, 2022 at SVPNPA,

To

Shri Deepak Kumar, DC,

CIS Division,

New Delhi- 110 001
Subject:

Hyderabad.
Sir,

“Jai Hind”

In continuation of Academy earlier letter No. HPJA/Nominations NPA/2022-

3726-3737 dated 30™ November, 2022, on the subject cited above, it is intimated that this

course is offline mode instead of online mode mentioned at SI No. 4( i.e, copy forwarded

for information to) which is typing error/mistake.

In this regard, it is intimated that the following Judicial Officers have been

nominated for participating in the five-day residential training programme on “Cyber

Security Investigation” being organized by Indian Cyber Crime Coordination Centre

(14C) from 05.12.2022 to 09.12.2022, at Sardar Vallabhbhai Patel National Police

Academy, Hyderabad:

S. Name & Designation | Address Mobile No. | Email ID

No. | of the Officer

- o Sh. Aman Sood, CBI Court, | 9418043999 | amansoodhpjudiciary(@gmail.com
Additional District & | Shimla amansood(@aij.gov.in
Sessions Judge

2. Sh. Sandeep Singh Una 9418046699 | sihagss@gmail.com

- | Sihag, Senior Civil 9459348537

Judge-cum-ACJM

This is for your kind information, please.




Thanking you,
Yours faithfully,

=5dl
(Rajeev Bali)
Director._

Endst. No.: HPJA/Nominations NPA/2022/ 371Y{ Dated: 1.12.2022
Copy forwarded for information to:

1.

The Worthy Registrar General, High Court of Himachal Pradesh, Shimla; with
reference to letter No. HHC/Admn.29(34)/97-VII-32098 dated 22" /23"
November, 2022.

The Principal Private Secretary to Hon’ble the Chief Justice, High Court of H.P.
(Hon’ble Patron-in-Chief of the Academy), Shimla.

. The Secretary to Hon’ble Shri Justice Tarlok Singh Chauhan, Judge, High Court

of H.P. (Hon’ble President of the Academy) [ Through email only].

The Ld. District and Sessions Judge(s), Shimla/ Una; with the request to inform
the respective Judicial Officers posted in their Civil & Sessions Division to attend
the Course on the above mentioned dates being organized by S.V.P. National
Police Academy.

Shri Vamsi Krishna, IPS, Assistant Director, Sardar Vallabhbhai Patel National
Police Academy, Government of India, Ministry of Home Affairs, Shivarampalli,
R.R. District, Hyderabad- 500 052 [Contact Number: 09121109082, Email:
vamsikrishna@svpnpa.gov.in ].

Ms. R. Arulmozhiselvi, Member (Human Resources), e-Committee, Hon’ble
Supreme Court of India, New Delhi- 110 001 [Email: hr-ecommittee@aij.gov.in]
Dr. Minakshi Sinha, Asstt. Professor, Head Training, Indian Cyber Crime
Coordination Centre (14C), Ministry of Home Affairs, New Delhi [Email ID:
minakshi.sinha@gov.in ]

All the above named Judicial Officers nominated for attending the aforesald
training programme (Through email); with the request to attend the aforesaid
training programme on the dates and place mentioned above. During the training
programme, accommodation (single occupancy basis), food, tea, snacks etc. will
be provided by the said Academy. Copy of training programme is attached
herewith as “Annexure-I".

-Sh. Pawan Kumar, System Analyst of the Academy; with the direction to upload

the same in the website of the Academy and also to send the same to the 1d.
District and Sessions Judges National Police Academy, e-Committee of Hon’ble
Supreme Court of India and the concerned officer through e-mail.
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Sardar Vallabhbhai Pate| National Police Academy (SVPNPA),
H_zdaragd.

\

Day 1
* Introduction to the course
* Overview and major incidents of cybercrime and threats
¢ Basics of Computer, Storage and Networks
¢ SoP of Handling Digital Evidences (PC, Laptop, CCTYV, Disk, Storage unit)
Day 2 s
* Imaging/Cloning, Hashing and importance of Write Blocker
* Digital Crime Scene Management and common mistakes (Hands-on)
* Social Media and fake news investigation (Hands-on)
Day 3
* SoP of handling mobile devices and acquisition of evldenc;s
* Modus Operandi and current trends in digital payment frauds
* Fake websites and e-mail investigations
Day 4
* Introduction to Dark Web and Investigation (Hands-on)
* Investigation of Crypto Currency related offences
* Cyber Security practices and safeguarding digital devices
Day & .
* Introduction to OSINT (hands-on)
¢ Cyber Laws, Admissibility of electronic evidence and emerging challenges
* Intermediary guidelines and digital media ethics code
* Course feedback
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